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Question: In accordance with GDPR, can we use a solution that 
processes biometric data such as a fingerprint?  
Answer: The GDPR imposes a number of general obligations on the employer-controller to take into account. Local 
and/or national legislation may also have an impact. The use of biometric data is not prohibited by GDPR per se, but 
whether this is permissible will always depend on the specific context of the employer and how he intends to 
implement a biometric solution. For example, the processing of biometric data must be proportionate and fair. It 
must be clear to employees that their biometric data will be processed, and among other things the purpose of 
processing (obligation of transparency). In addition, the employer must provide a legal basis for processing these 
sensitive personal data. It is also up to the employer, for example, to decide whether or not to carry out a DPIA/GEB.  
As a supplier-processor, Protime cannot be responsible for these customer-specific obligations. 
 
 

Question: Can we ask our employees for permission to use 
their biometric data? 
Answer: It is the employer's decision and responsibility, in its capacity as   controller, to choose the appropriate basis 
for processing personal data. Because this concerns biometric data, Article 9 of the GDPR will also play a special role. 
In order to be valid, GDPR requires, among other things, that consent is freely given and happens specifically, 
actively and informed. Moreover, for sensitive data such as biometric data, the employee must give his or her 
consent explicitly. In a work environment, a critical assessment is made as to whether the employee gives his or her 
consent freely, due to the imbalance of power between the employer and the employee. What contributes to this is 
when the employee is given the choice of the various options and this is recorded in writing. The employer who is 
considering processing biometric data on the basis of (explicit) consent will have to take these criteria particularly 
into account in the light of its specific context.  
 
 
 

Question: Which biometric data does this solution use? Will the 
full fingerprint be processed?  
Answer: Our solutions do not use the full fingerprint. A template is created from each printout: a collection of points 
that are checked at each registration. The solutions do not store the print itself, only this template. It is not possible 
to reconstruct the fingerprint on the basis of the template.  
 
 

Question: How does Protime secure the biometric data and 
fingerprints? 
Answer: It is important to emphasize that fingerprints themselves are not stored. An initial security check consists of 
storing and using not the print itself, but only a conversion ('template') of it. On the basis of this template, it is not 
possible to reconstruct the fingerprint. These templates are stored encrypted in the terminal. The solution sends the 
templates between different terminals over a secure line (https), or via the local network.  
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Question: Do we have to perform a DPIA/GEB (data protection 
impact assessment)?  
Answer: The GDPR stipulates in Article 35 when the employer-controller must carry out a DPIA. Several data 
protection authorities, such as the Belgian Data Protection Authority and the Dutch Data Protection Authority, have 
published additional lists of criteria for whether or not to carry out an DPIA. It is up to the data controller to evaluate 
these criteria in the light of its own context and design, and to decide whether or not to carry out a DPIA. The scale 
of the processing and use of biometric data is likely to play a role in this respect.  
Protime, in its capacity as processor, has no influence on that decision and her role is limited to providing assistance 
with the DPIA or any prior consultation with the Data Protection Authority, if requested by the data controller. This is 
also laid down in the processing agreement concluded between the customer-employer and Protime. 
 
 

Question: Should we inform our employees about the use of 
their fingerprints? 
Answer: The GDPR imposes an obligation of transparency on every employer, in its capacity as  controller. The 
employer must pass on certain information, such as which personal data is used for which purpose, to the 
employees before their data is processed. This is usually done through a privacy statement received by employees 
through the usual internal communication channels. 
 
 

Question: Can Protime provide us with a certificate of GDPR 
compliance for these biometric solutions?  
Answer: A certification of GDPR compliance does not yet exist. The responsibility to ensure that the biometric 
solution is used in accordance with the GDPR lies with the employer in its capacity as  controller. Agreements 
regarding GDPR between our customer-employer and Protime are laid down in our processing agreement, including 
how and under what conditions Protime can assist its customer under GDPR. 
 

Question: How to remove the template from the biometric 
data?  
Answer: The template should be easily removed by the customer using the available software or terminal located at 
the customer's premises. 
 

Question: Can alternatives to the use of fingerprints be 
offered?  
 
Answer: Alternatives to the use of fingerprints (e.g. PIN code, badges,...) can certainly be offered. The employer must 
offer this choice between the various alternatives in writing to the employees before their data are processed. 
 


